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(54) Computer-based system and method for detecting risks 



(57) For detecting emerging risks in various sys- 
tems and for relating a detected risk to its relative impact 
on a system or product, a server (10) connected to a 
communication network (2) receives and stores risk in- 
formation from geographically distributed computerised 
data sources (3A, 3C, 3D, 3E, 3G, 3H) via the commu- 
nication network (2). The received risk information In- 
cludes an identification of a specific risk, a rating of the 
specific risk, and information for associating the specific 
risk with a geographical area (A, B, C, D t E f F, G, H). 
Based on the stored risk information (61) and area at- 
tributes (63), such as correlation factors (631) and 
spreading patterns (632), a specific risk emerging in the 
first geographical area (A, C, D, E, G, H) and spreading 
to one or more second geographical areas (A, B, C, D ? 

E, F, G, H) is detected. Emerging risks can be detected 
in geographical areas (B t F) for which no risk information 
has been received, thus, making it possible to set up, 
maintain, and operate a risk detection system (1 ) having 
a reduced and simplified technical infrastructure be- 
cause it is not necessary to measure, transmit, and store 
risk indicators for all geographical areas (A, B, C, D, E, 

F, G, H) for which emerging risks are detected. 
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Description 

Technical Field 

5 [0001 ] The present invention relates to a computer-based system and a computer-based method for detecting risks. 
Specifically, the present invention relates to a computer-based system and a computer-based method for detecting 
risks by means of a server connected to a communication network. In a particular application, the invention relates to 
a computer-based system and a computer-based method, which relate a detected risk to its relative impact on a tech- 
nical product or a technical system. 

w 

Background Art 

[0002] The detection and perception of risks is relevant in many systems of various types. Typically, risks are detected 
by means of sensors providing measurements of risk indicators. Up to a defined threshold value, the measurement 

15 value provided by a sensor can be used for the detection of a risk. Above the threshold value, the measurement value 
indicates an actual occurrence of an undesired event or critical state such as a malfunction or loss of control. In that 
sense, the detection and perception of risks is the anticipation and quantification of undesired or critical states and 
events. Generally, the detection and perception of risks is based on more than one risk indicator. Therefore, a technical 
infrastructure is necessary for collecting measurements of multiple risk indicators. Through communication links, meas- 

20 urement values of risk indicators are transmitted form the data sources to a common processing unit. In the processing 
unit the received measurement values of risk indicators are stored and based on the stored values emerging risks are 
detected. An emerging risk is characterised by an identification of the specific risk and a rating of that specific risk. 
[0003] In large systems extended over wide geographical areas, for example power or communication networks, 
traffic transportation systems such as railways or highways, fuel transportation systems such as oil or gas pipelines, 

25 or civic structures such as dams, power plants, manufacturing plants or other large building complexes, a great variety 
of risks of technical, ecological, geological, meteorological, and even epidemiological, cultural, political and economical 
nature must be considered. Consequently, for detecting emerging risks in such systems, a variety of corresponding 
risk indicators needs to be measured, collected, and processed continuously and dynamically. Providing risk detection 
systems appropriate for detecting emerging risks in such large, distributed systems would be complex, require a long 

30 time to set up and come at high financial costs. Particularly, for detecting risks in systems extended over multiple 
geographical areas, it would be necessary to implement, operate and maintain a complex, distributed technical infra- 
structure for collecting measurements of risk indicators in multiple locations spread over extended geographical areas. 
Nevertheless, because of the potential relative impact of these risks on technical systems and structures and, conse- 
quently, on the environment and/or lives of humans, the detection, perception and quantification of emerging risks in 

35 such large systems is fundamental. 

Disclosure of Invention 

[0004] It is an object of the present invention to provide a computer-based system and a computer-based method 
to for facilitating the exchange and collection of information regarding perceptions of recognised and newly emerging 
risks. In particular, it is an object of this invention to provide a computer-based system and a computer-based method 
for detecting risks in systems extending over multiple defined geographical areas. It is a further object of this invention 
to provide a computer-based system and a computer-based method for detecting risks emerging in multiple defined 
geographical areas. Furthermore, it is an object of this invention to provide a computer-based system and a computer- 
45 based method for detecting risks emerging in multiple defined geographical areas, wherein it is not necessary to collect 
measurements of risk indicators in all of these defined geographical areas. 

[0005] According to the present invention, these objects are achieved particularly through the features of the inde- 
pendent claims. In addition, further advantageous embodiments follow from the dependent claims and the description. 
[0006] According to the present invention, the above-mentioned objects are particularly achieved in that a computer- 

so based risk detection system comprising a server connected to a communication network further comprises means for 
receiving on the server risk information from geographically distributed computerised data sources via the communi- 
cation network, the risk information including an identification of a specific risk, a rating of the specific risk, and infor- 
mation for associating the specific risk with a geographical area. Moreover, the computer-based risk detection system 
comprises means for storing received risk information, the identification of the specific risk and the rating of the specific 

55 risk being assigned to a first geographical area. Furthermore, the computer-based risk detection system comprises 
detection means for detecting based on stored risk information a specific risk emerging in the first geographical area 
and spreading to one or more second geographical areas. In addition, the computer-based risk detection system com- 
prises signalling means for providing to an interface output data depending on the detected emerging risk and the 
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second geographical areas. For example, depending on the type of the detected emerging risk, the particular geo- 
graphical area, and the rating of that risk, the output data provided by signalling means to the interface is indicative of 
a defined state or represents a defined instruction. Preferably, the detection means are designed to detect the emerging 
specific risk based on the ratings of the specific risks. Associating risk information with a first geographical area and 

5 detecting a specific risk emerging in the first geographical area and spreading to one or more second geographical 
areas has the advantage that emerging specific risks can be detected in geographical areas for which no risk information 
has been received in the server. Consequently, emerging specific risks can be detected even in geographical areas 
where none or only a limited risk detection infrastructure is implemented and/or operational. Thus, the technical infra- 
structure of the risk detection system can be reduced and simplified because it is not necessary to measure, transmit, 

10 and store risk indicators for all geographical areas for which emerging risks are detected. Installation and operation of 
a limited technical infrastructure makes it possible to conserve energy and materials. Furthermore, providing output 
data to an interface, particularly signalling a defined state or instruction to the interface, makes it possible to control, 
depending on detected specific risks, the state of systems as well as operations and processes in these systems. It is 
even possible to control system states, operations, and processes in geographical areas for which no risk information 

15 has been received in the server. 

[0007] In an embodiment, the interface is part of the risk detection system, the interface is designed to store the 
output data provided by the signalling means, and the interface and the output data stored therein are accessible to 
devices external to the risk detection system. In this way, it is possible, for example, to make the state of external 
devices or the performance of processes and operations in these external devices dependent on output data stored 

20 in the risk detection system. It is not necessary for the detection system to transmit actively output data to external 
devices but external devices retrieve autonomously, for example periodically, output data from the interface of the risk 
detection system. 

[0008] In a preferred embodiment, the risk detection system further comprises stored area attributes associated with 
geographical areas and the detection means are designed to detect the emerging specific risk based on stored area 

25 attributes associated with the first geographical area and with the second geographical area. For example, the area 
attributes include information about common characteristics of geographical areas and/or correlation factors associated 
with geographical areas indicating interdependencies between geographical areas. Storing and using area attributes 
makes possible the detection of emerging risks based on common characteristics of and interdependencies between 
geographical areas. Hence, using area attributes for detecting emerging risks makes possible the risk detection for 

30 geographical areas for which none or only limited risk information has been received and stored in the server. Conse- 
quently, the technical infrastructure of the risk detection system can be simplified considerably because it is not nec- 
essary to set up, maintain, and operate a technical infrastructure for measuring and transmitting risk indicators in ail 
geographical areas for which emerging risks are to be detected. 

[0009] In an embodiment, the risk detection system further comprises stored data about spreading patterns and the 
35 detection means are designed to detect the emerging specific risk based on the stored data about spreading patterns. 
For example, the stored data about spreading patterns are based on recordings of passed spreading of risks across 
boundaries of defined geographical areas. Storing and using data about spreading patterns makes possible the de- 
tection of emerging risks in geographical areas without any or with only limited technical infrastructure of a risk detection 
system. A risk emerging in a geographical area without any or with only limited technical infrastructure is detected 
40 based on risk information received from another geographical area and based on stored data about spreading patterns 
indicating passed spreading of risks from this other geographical area to the geographical area with limited technical 
infrastructure. Consequently, it is not necessary to set up, maintain and operate a technical infrastructure for measuring 
and transmitting risk indicators in all geographical areas for which emerging risks are detected. 
[0010] in an embodiment, the detection means include an expert system designed to detect the emerging specific 
45 risk based on stored rules. Using a rules based expert system makes possible flexible and efficient adaptation of rules 
and thus the risk detection system to new scenarios, situations, and information. 

[001 1] Preferably, the risk detection system further comprises a database, the means for storing received risk infor- 
mation are designed to store the received risk information in the database, and the detection means are designed to 
detect the emerging specific risk by periodically extracting risk information stored in the database. Storing the received 
so risk information in a database facilitates recording of time sequences of risk information the time sequences enabling 
trend analysis of risks. Detecting emerging risks by periodically extracting risk information stored in the database makes 
possible on-going risk detection at defined time intervals independent from the frequency and times at which risk 
information is received in the server from the geographically distributed data sources. 

[001 2] In an embodiment, the detection means are designed to generate automatically a message to an administrator 
55 upon detection of an emerging specific risk. Messages to administrators make it possible to provide automatically and 
dynamically information, warnings, and/or alarms about imminent risks to administrators of systems so that necessary 
precautions and emergency measures can be taken. 

[0013] Preferably, the specific risks include risks associated with technical, ecological, geological, meteorological, 
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epidemiological, cultural, political and/or economical systems, and the risk detection system further comprises means 
to relate a detected emerging risk to its relative impact on a technical product or a technical system. For the insurance 
industry, the risk detection system further comprises means to relate a detected emerging risk to its relative impact on 
an insurance product. In an embodiment, the risk information includes information relating to a relative impact of an 

5 identified specific risk on a technical product, a technical system and/or an insurance product. Relating a detected 
emerging risk to its relative impact on a technical product or a technical system makes it possible to assess the prob- 
ability that an undesired or critical state of the technical product or system will be reached, the probability that an 
undesired or critical event in the technical product or system will occur, and what the consequences of such a state or 
event will be. Moreover, relating a detected emerging risk to its relative impact on a technical product or a technical 

10 system facilitates timely set up of precautions and preventive measures in preparation of the impending consequences. 
Relating a detected emerging risk to its relative impact on an insurance product makes it possible to assess the con- 
sequences of undesired or critical states and events associated with the particular risk for the insurance product itself, 
for example the number and amount of insurance claims that would need to be paid. 

[001 4] In addition to a computer-based risk detection system, the present invention also relates to a computer-based 
is method for detecting risks and to a computer program product including computer program code means for controlling 
one or more processors of the computer-based risk detection system, particularly, a computer program product includ- 
ing a computer readable medium containing therein the computer program code means. 

Brief Description of Drawings 

20 

[001 5] The present invention will be explained in more detail, by way of example, with reference to the only drawing 
attached in which: 

Figure 1 shows a block diagram illustrating a computer-based risk detection system and a segment of a geographi- 
es ical territory, the risk detection system including a server, the geographical territory including several geographical 
areas, and computerised data sources located in some of the geographical areas being connected to the server 
via a communication network. 

Mode(s) for Carrying Out the Invention 

30 

[0016] In Figure 1 , reference numeral 1 refers to a computer-based risk detection system. The risk detection system 
1 comprises at least one server 1 0. Server 1 0 includes one or more processors controlled by computer program code 
means stored in a memory of the server 10 or stored on a computer readable medium inserted into the server 10. 
[001 7] Reference numeral 3 refers to a segment of a geographical territory. Segment 3 includes multiple geographical 

35 areas A, B, C, D, E, F, G, H defined by their respective geographical boundaries. 

[0018] There are computerised data sources 3 A, 3C, 3D, 3E, 3G, 3H located in the geographical areas A, C, D, E, 
G, H. The data sources 3A, 3C, 3D, 3E, 3G, 3H are connected to the risk detection system 1 via a communication 
network 2. Preferably, the data sources 3A, 3C, 3D, 3E, 3G, 3H are workstations such as personal computers. In one 
embodiment, at least some of the data sources 3A, 3C, 3D, 3E, 3G, 3H include only a sensor element and a commu- 

40 nication module for transmitting measurement values from the sensor element via the communication network 2 to the 
risk detection system 1 . The data sources 3A, 3C, 3D, 3E, 3G, 3H are designed to transmit risk information to the risk 
detection system 1. Particularly, the data sources 3A, 3C, 3D, 3E, 3G, 3H are designed to transmit risk information via 
the communication network 2 to the server 1 0 of the risk detection system 1 . 

[0019] The data sources 3A, 3C, 3D, 3E, 3G, 3H are located geographically in diverse locations, so as to provide 
45 input regarding risk perceptions from different geographical areas A, C, D, E, G, H, for example from different compo- 
nents of a large system or from different population centres. This may be important to the prompt detection of percep- 
tions regarding risks, which may emerge locally and then spread to other locations. Such geographical distribution of 
data sources 3A, 3C, 3D, 3E, 3G, 3H may also be beneficial in understanding the impact of ecological, geological, 
meteorological, epidemiological, cultural, political and/or economical factors upon perceptions of common or diverse 
so risk. For example, an embodiment used to gather perceptions regarding risks specific to a geographical territory, for 
instance a city, may be served best by a group of data sources 3A, 3C, 3D, 3E, 3G, 3H representative of each section 
or area of the geographical territory, for instance a district of a city, to which the risk is relevant. Indeed, in such an 
example, input from data sources 3A, 3C, 3D, 3E, 3G, 3H located in geographically remote areas may be irrelevant. 
In short, the desired degree and measure of diversity of the data sources 3A, 3C, 3D, 3E, 3G, 3H will likely vary with 
55 particular risks and particular embodiments of the present invention. 

[0020] The communication network 2 includes a fixed communication network such as a PSTN (public switched 
telephone network), an ISDN (integrated services digital network), a LAN or WAN (Local or Wide Area Network), point- 
to-point communication links, an Intranet, or the global Internet. Alternatively or in addition, the communication network 
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2 includes a mobile communication network such as a GSM-network (Global System for Mobile communication), a 
UMTS-network (Universal Mobile Telecommunication System), a WLAN (Wireless Local Area Network) or another 
mobile communication system, for example a satellite based system. 

[0021] The server 10 comprises means for receiving risk information from the data sources 3A, 3C, 3D, 3E, 3G, 3H 
5 via the communication network 2. The means for receiving risk information include a communication module 11 for 
communicating over the communication network 2. The communication module 11 is implemented fully in hardware, 
or partly in hardware and partly in software. 

[0022] The server 10 comprises means for storing received risk information. The means for storing received risk 
information include data memory 6 and a computer program module 12 for managing the data memory 6 and for writing 

10 the received risk information into the data memory 6. Preferably, the means for storing the received risk information 
include a database. Particularly, the means for storing the received risk information include a database management 
system for storing and managing the received risk information in the data memory 6. The received risk information can 
also be stored in data files, which are organised as electronic spreadsheets, for example. One skilled in the art will 
understand that data memory 6 can be implemented in one or more locations, i.e. the data memory can be located in 

is the same housing as server 1 0, it can be located outside the housing of server 1 , or it can be distributed over multiple 
servers. 



Table 1 



received risk information 


identification of risk 


rating of risk 


information associated with geographical area 


relative impact 



[0023] As is illustrated schematically in Table 1 , the risk information received from the data sources 3A, 3C, 3D, 3E, 
3G, 3H include an identification of a specific risk, a rating of the specific risk, information for associating the specific 
25 risk with a geographical area A, B, C, D, E, F, G, H, and, optionally, information relating the specific risk to a relative 
impact on a technical product, a technical system and/or an insurance product. The risk information relates to risks 
associated with technical, ecological, geological, meteorological, epidemiological, cultural, political and/or economical 
systems. 

[0024] The identification of the specific risk is in the form of a numeric or alphanumeric code, or a descriptive text. 
30 The identification of the specific risk is provided automatically by the data sources 3A, 3C, 3D, 3E, 3G, 3H, for example 
as an identification of a sensor or a data source. Alternatively, the identification of the specific risk is provided to the 
data sources 3A, 3C, 3D, 3E, 3G, 3H by users via a user interface. 

[0025] The rating of the specific risk is preferably a number or a value of a defined set of rating values, for example 
one of five levels ranging from 1 to 5 or from low to high, respectively. The rating of the specific risk is provided auto- 

35 matically by the data sources 3A, 3C, 3D, 3E, 3G, 3H, for example as a measurement value from a sensor or as a 
rating value calculated from measurement values provided by multiple sensors. Alternatively, the rating of the specific 
risk is provided to the data sources 3A, 3C, 3D, 3E, 3G, 3H by users via a user interface, for example by means of 
pick lists and rating tables. It is also possible to determine automatically in the data sources 3A, 3C, 3D, 3E, 3G, 3H 
or in the server 1 0 the rating of the specific risk from qualitative rating data, for example by means of an expert system. 

40 [0026] The identification of the geographical area is in the form of a geographical name, descriptive text, geographical 
coordinates, or a user name or code associated with a location or a geographical area. Preferably, information for 
identification of the geographical area is provided automatically by the data sources 3A, 3C, 3D, 3E, 3G, 3H, for example 
as an identification of a location, a user, a sensor, or a data source. Information for identification of the geographical 
area can also be provided to the data sources 3A, 3C, 3D, 3E, 3G, 3H by users via a user interface. 

45 [0027] The information about the relative impact includes a reference to a technical product, a technical system, and/ 
or an insurance product as well as an impact statement in the form of descriptive text and/or a numerical rating. It is 
also possible to provide the information about the relative impact in the form of a code assigned to an impact definition 
stored in the data memory 6. The information about the relative impact is provided automatically either by the data 
sources 3A, 3C, 3D, 3E, 3G, 3H or by server 1 0. For example, the information about the relative impact is determined 

so by selecting impact data assigned to the identification of the specific risk and to the rating of the specific risk and stored 
in the data sources 3A, 3C, 3D, 3E, 3G, 3H or in server 1 0, respectively. The information about the relative impact can 
also be provided to the data sources 3A, 3C, 3D, 3E, 3G, 3H by users via a user interface. 
[0028] User interfaces of the data sources 3A, 3C, 3D, 3E, 3G, 3H are implemented as graphical user interfaces 
(GUI) or as feedback forms, for example in hypertext mark-up language (HTML). The risk information can alternatively 

55 also be provided as encoded voice information. For that purpose, the data sources 3A, 3C, 3D, 3E, 3G, 3H include a 
microphone and an audio and/or voice recognition processor. 
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Table 2 






stored risk information 


identification of geographical area 


identification of risk 


rating of risk 


relative impact 



[0029] As is illustrated schematically in Table 2, the received risk information is stored by assigning the identification 
of the specific risk, the rating of the specific risk, and, optionally, the information about the relative impact of the specific 
risk to the geographical area identified by the received risk information. Preferably, the risk information 61 stored in 

w the data memory 6 is composed of defined codes suitable for processing by a computer program. 

[0030] As is illustrated in Figure 1, the server 10 comprises detection means 14 for detecting based on the stored 
risk information 61 a specific risk emerging in a first geographical area A, C, D, E, G, H and spreading to one or more 
second geographical areas A, B, C, D, E, F, G, H. The detection means 14 are preferably implemented by means of 
a computer program; however, one skilled in the art will understand that the detection means 14 can also be imple- 

15 mented fully or partly by means of hardware. For instance, the detection means 14 may include a hardware-based 
neuronal network. The detection means 14 are designed to detect an emerging specific risk based on the ratings of 
specific risks stored in the data memory 6. In addition, a specific risk emerging in a first geographical area A, C, D, E, 
G, H and spreading to one or more second geographical areas A, B, C, D, E, F, G, H is detected by the detection 
means 14 based on area attributes 63 stored in the data memory 6. For example the area attributes 63 include corre- 

20 lation factors 631 and/or data about spreading patterns 632. 

[0031] Preferably, the detection means 14 are designed to periodically extract risk information 61 stored in the data 
memory 6, e.g. in the database, and to detect the emerging specific risk based on the periodically extracted risk infor- 
mation. This makes possible risk detection asynchronous to communication and reception of risk information. Depend- 
ing on the type of the particular risks and particular embodiments of the present invention, the periodic extraction takes 

25 place several times a day or just once a week or once a month, for example. Moreover, the detection means 14 are 
designed to relate a detected emerging risk to its relative impact on a technical product, a technical system and/or an 
insurance product. The relative impact of an emerging specific risk is based on the information about the relative impact 
received from the data sources 3A, 3C, 3D, 3E, 3G, 3H or by selecting impact data stored in the server 10, which 
impact data is assigned to the identification of the specific risk and to the rating of the specific risk. The detection means 

30 14 include preferably an expert system 141 designed to detect the emerging risk and the relative impact based on 
rules 62 stored in the data memory 6. The stored rules 62 are governing how an emerging risk is detected by the expert 
system 141 of the detection means 14 based on the extracted risk information and the stored area attributes 63. 
[0032] As is illustrated schematically in Table 3, the stored area attributes 63 include an identification of a geographical 
area and one or more area attributes. The area attributes include information about technical, ecological, geological, 

35 meteorological, epidemiological, cultural, political and/or economical aspects of a geographical area A, B, C, D, E, F, 
G, H. Particularly, the area attributes include correlation factors 631 and/or data about spreading patterns 632, as was 
mentioned above. 





Table 3 




40 


stored area attributes 




identification of geographical area 


area attributes 



[0033] The stored correlation factors 631 indicate commonalities and interdependencies between geographical areas 
45 A, B, C, D, E, F, G, H. The correlation factors 631 are specific to a certain type of risk, to a risk factor, various risk 
factors making up a risk, or to other aspects of the geographical areas A, B, C, D, E, F, G, H mentioned above. In Table 
4, correlation factors fy specific to a particular type of risk, a particular risk factor or a particular other aspect are illustrated 
for the geographical areas A, B, C, D, E, F, G, H. In Table 4, the rows each illustrate a set of correlation factors fjj stored 
as area attributes of a geographical area i={A, B, C, D, E, F, G, H}, indicating the level of correlation, for instance in 
so the range of fy=[0...1], with another geographical area j={A, B, C, D, E, F, G, H). For example, the correlation factor f BC 
stored as an area attribute of the geographical area B indicates the rate of correlation with the geographical area C for 
a particular type of risk, a particular risk factor or a particular other aspect of the geographical areas B, C. 



Table 4 
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Table 4 (continued) 
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15 [0034] The stored data about spreading patterns 632 indicate how and at what rate a specific risk emerging in one 
of the geographical areas A, B, C. D, E, F, G, H is spreading to other geographical areas A, B, C, D, E, F f G, H. Similar 
to the correlation factors 631 , the data about spreading patterns 632 are specific to a certain type of risk, to a risk 
factor, or to other aspects of the geographical areas A, B, C, D, E, F, G, H mentioned above. As is illustrated schemat- 
ically in Table 5, the data about spreading patterns 632 are stored as defined sets of spreading attributes Sq. In Table 

20 5, the rows each illustrate a set of spreading attributes sy for one of the geographical areas i={A, B, C, D, E, F, G, H}, 
indicating the timing of spreading of a specific risk or risk factor emerging in another geographical area j={A, B, C, D, 
E, F, G, H}. For example, the spreading attributes s BC stored as a spreading attribute of the geographical area B indicate 
for the geographical area B the timing of spreading of a particular risk or risk factor emerging in the geographical area C. 

25 Table 5 



35 
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40 [0035] For example, the spreading attributes include a time delay value indicating the estimated period of time from 
the emergence of a specific risk or risk factor in a first one of the geographical areas i={A, B, C, D, E, F, G, H} to the 
emergence of that specific risk or risk factor in another one of the geographical areas j={A, B, C, D, E, F, G, H}. As is 
illustrated schematically in Table 5, the spreading attributes include preferably not only a time delay value but a timing 
sequence. After the emergence of a specific risk or risk factor in a first one of the geographical areas i={A, B, C, D, E, 

45 F, G, H}, the timing sequence indicates the expected extent of emergence , e 2 ,..., e n in one of the other ones of the 
geographical areas j={A, B, C, D, E f F, G, H} at specific time intervals t 1f t 2> ..., tp. For example, the extent of emergence 
e v e 2 ,..., e n is indicated as a correlation factor or an expected rating of the specific risk or risk factor. Depending on 
the type of the particular risks and particular embodiments of the present invention, the length of the time delay or the 
length of the time intervals, respectively, is one or more hours, one or more days, several weeks, or even one or more 

so months. In essence, data about spreading patterns 632 include time-dependent correlation factors. 



Table 6 
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[0036] The detection means 1 4 are designed to produce a report based on the stored risk information 61 , said report 
indicating the emerging specific risk and the associated geographical area(s). In an embodiment the detection means 
14 are designed to generate automatically a message to an administrator upon detection of an emerging specific risk. 
The message is transmitted, for example, by way of e-mail, SMS (Short Messaging Services), MMS (Multimedia Mes- 
5 saging), or another type of data messaging. 

[0037] As is illustrated in Figure 1, the server 10 comprises signalling means 13 for providing to an interface 5, 5', 
5" output data depending on the detected emerging risk and the second geographical areas. For example, depending 
on the type of the detected emerging risk, the particular geographical area, the rating of that risk, and the relative impact 
associated with that risk, the signalling means 1 3 provide state information or instructions, for example, to the interface 

10 5, 5', 5". The state information is indicative of a normal, critical, or alarm state of an external device or system, for 
example. The instruction is related to preventive or recovery measures in an external device or system, for example. 
Interface 5, 5', 5" is implemented as a data interface including data memory for storing output data provided by the 
signalling means 1 3. Preferably, interface 5, 5\ 5" comprises one or more state registers and/or one or more instruction 
registers. Moreover, interface 5, 5', 5" may also include data memory for storing reports and/or messages mentioned 

is above. As is illustrated schematically in Figure 1, interface 5 is located in server 10, interface 5* is located in risk 
detection system 1 and connected to server 1 0, and interface 5" is connected to communication network 2 and located 
in device 7" external to the risk detection system 1. Interface 5 is accessible to processes running on server 10 and 
via communication network 2 to devices 7, 7" external to the risk detection system 1. Interface 5* is accessible via a 
communication link to device 7' external to the risk detection system 1 . Interface 5" is accessible to processes running 

20 on device 7". It should be noted that in Figure 1 various possible embodiments are illustrated. One skilled in the art 
will understand, that in different embodiments interface 5, interface 5', and/or interface 5" may be present. The signalling 
means 1 3 are implemented preferably by means of a computer program; however, one skilled in the field will understand 
that the signalling means 13 can also be implemented fully or partly by means of hardware. Devices 7, 7', 7" include 
computers, printers, display terminals, machines, control systems, or other peripheral devices, for example. 

25 [0038] Server 1 0 includes an access control module 1 5 for controlling and providing users and administrators access 
via communication network 2 to stored risk information 61 , stored rules 62, stored area attributes 63, output data stored 
in the interface 5, 5', and/or reports or messages generated by the server 10. Preferably, access control module 15 is 
implemented by means of a computer program. 

[0039] It should be noted that the proposed computer-based system and method for detecting risks is not only suitable 
30 for detecting and analysing recognised and newly emerging risks in technical systems but also for gathering and an- 
alysing information relating to risks relevant to the development, marketing or administration of an insurance product. 
Risk perceptions and analysis are relevant not only to technical processes but also to many business processes. The 
proposed system and method provide a platform for risk detection and impact analysis in. the context of technical 
systems as well as business processes. The manner in which risks are perceived is fundamental in technical systems 
35 as well as in business settings. This is particularly so in the insurance industry, where insurable risks must be recog- 
nised, or perceived, and subsequently analysed and quantified. The perceptions of risks vary in different enterprises, 
cultures, geographical locations, and other settings. As the scope of business operations expand, such variations 
become increasingly relevant The emergencies of new risks, which impact existing business operations, or have 
implications for perspective operations, are also relevant in many industries, including the insurance industry. 

40 

Claims 

1. Computer-based risk detection system (1) comprising a server (10) connected to a communication network (2), 
4 $ characterised by 

means for receiving on the server (10) risk information from geographically distributed computerised data sources 
(3A, 3C, 3D, 3E, 3G, 3H) via the communication network (2), said risk information including an identification of a 
specific risk, a rating of said specific risk, and information for associating said specific risk with a geographical 
area (A, B, C, D, E, F, G, H), 

so means for storing received risk information, the identification of the specific risk and the rating of the specific risk 

being assigned to a first geographical area (A, C, D, E, G, H), 

detection means (14) for detecting based on stored risk information (61) a specific risk emerging in the first geo- 
graphical area (A, C, D, E, G, H) and spreading to one or more second geographical areas (A, B, C, D, E, F, G, 
H), and 

55 signalling means (1 3) for providing to an interface (5, 5', 5") output data depending on the detected emerging risk 

and the second geographical areas (A, B, C t D, E, F, G, H). 

2. Risk detection system (1 ) according to claim 1 , characterised in that the interface (5, 5') is part of the risk detection 
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system (1 ), in that the interface (5, 5') is designed to store the output data provided by the signalling means (13), 
and in that the interface (5, 5*) and the output data stored therein are accessible to devices (7, 7') external to the 
risk detection system (1). 

s 3. Risk detection system (1 ) according to one of the claims 1 or 2, characterised in that it further comprises stored 
area attributes (63), and in that the detection means (1 4) are designed to detect the emerging specific risk based 
on stored area attributes (63) associated with the first geographical area (A, C, D, E, G, H) and with the second 
geographical areas (A, B, C, D, E, F, G, H). 

10 4. Risk detection system (1) according to one of the claims 1 to 3, characterised in that the detection means (14) 
are designed to detect the emerging specific risk based on the ratings of specific risks. 

5. Risk detection system (1 ) according to one of the claims 1 to 4, characterised in that it further comprises stored 
correlation factors (631) associated with geographical areas (A, B, C, D, E, F, G, H) and/or stored data about 
spreading patterns (632), and in that the detection means (14) are designed to detect the emerging specific risk 
based on the stored correlation factors (631) and/or data about spreading patterns (632). 

Risk detection system (1) according to one of the claims 1 to 5, characterised in that the detection means (14) 
include an expert system (141) designed to detect the emerging specific risk based on stored rules (62). 

Risk detection system (1) according to one of the claims 1 to 6, characterised in that it further comprises a 
database, in that the means for storing received risk information are designed to store the received risk information 
in the database, and in that the detection means (14) are designed to detect the emerging specific risk by peri- 
odically extracting risk information (61) stored in the database. 

Risk detection system (1) according to one of the claims 1 to 7, characterised in that the detection means (14) 
are designed to generate automatically a message to an administrator upon detection of an emerging specific risk. 

Risk detection system (1) according to one of the claims 1 to 8, characterised in that the specific risks include 
risks associated with technical, ecological, geological, meteorological, epidemiological, cultural, political, and/or 
economical systems, and in that the risk detection system (1 ) further comprises means to relate a detected emerg- 
ing risk to its relative impact on a technical product, a technical system, and/or an insurance product. 

Risk detection system (1 ) according to one of the claims 1 to 9, characterised in that said risk information includes 
information relating to a relative impact of an identified specific risk on a technical product, a technical system, 
and/or an insurance product, and in that the signalling means (13) are designed to include in the output data 
provided to the interface (5, 5\ 5") state information or instructions. 

11. Computer program product comprising: computer program code means for controlling one or more processors of 
40 a computer-based risk detection system (1 ) such 

that the server (1 0) receives risk information from geographically distributed computerised data sources (3A, 3C, 
3D, 3E, 3G, 3H) via a communication network (2) connected to the server (10), said risk information including an 
identification of a specific risk, a rating of said specific risk, and information for associating said specific risk with 
a geographical area (A, B, C, D, E, F, G, H), 
45 that the server (10) stores the received risk information, the identification of the specific risk and the rating of the 
specific risk being assigned to a first geographical area (A, C, D, E, G f H), 

that the server (1 0) detects based on stored risk information a specific risk emerging in the first geographical area 
(A, C, D, E, G, H) and spreading to one or more second geographical areas (A, B, C, D, E, F, G, H), and 
that the server (10) provides to an interface (5, 5', 5") output data depending on the detected emerging risk and 
so the second geographical areas (A, B, C t D, E, F, G, H). 

12. Computer program product according to claim 1 1 , characterised in that it comprises further computer program 
code means for controlling the processors of the server (10) such that the server (10) stores said output data in 
the interface (5), the interface (5) being located in the server (1 0), and such that the server (1 0) provides to devices 

55 (7) external to the server (1 0) access to the interface (5) and to the output data stored therein. 

13. Computer program product according to one of the claims 11 or 12, characterised in that it comprises further 
computer program code means for controlling the processors of the server (10) such that the server (10) stores 
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area attributes, and in that the server (10) detects the emerging specific risk based on stored area attributes (63) 
associated with the first geographical area (A, C, D, E t G, H) and with the second geographical area (A, B, C, D, 
E, F, G, H). 

5 14. Computer program product according to one of the claims 11 to 13, characterised in that it comprises further 
computer program code means for controlling the processors of the server (10) such that the server (1 0) detects 
the emerging specific risk based on the ratings of specific risks. 

15. Computer program product according to one of the claims 11 to 14, characterised in that it comprises further 
10 computer program code means for controlling the processors of the server (1 0) such that the server (10) stores 

correlation factors (631) associated with geographical areas (A, B, C, D, E, F, G, H) and/or data about spreading 
patterns, and such that the server (10) detects the emerging specific risk based on the stored correlation factors 
(631) and/or data about spreading patterns (632). 

is 16. Computer program product according to one of the claims 11 to 15, characterised in that it comprises further 
computer program code means for controlling the processors of the server (10) such that the server (10) stores 
rules for an expert system (1 41 ), and such that the server (1 0) executes the expert system (1 41 ), the expert system 
(141) being designed to detect the emerging specific risk based on the stored rules (62). 

20 17. Computer program product according to one of the claims 11 to 16, characterised in that it comprises further 
computer program code means for controlling the processors of the server (10) such that the server (10) stores 
received risk information in a database, and such that the server (10) detects the emerging specific risk by peri- 
odically extracting risk information (61) stored in the database. 

25 18. Computer program product according to one of the claims 11 to 17, characterised in that it comprises further 
computer program code means for controlling the processors of the server (1 0) such that the server (1 0) generates 
automatically a message to an administrator upon detection of an emerging specific risk. 

19. Computer program product according to one of the claims 11 to 18, characterised in that it comprises further 
so computer program code means for controlling the processors of the server (1 0) such that the server (1 0) processes 

risk information related to risks associated with technical, ecological, geological, meteorological, epidemiological, 
cultural, political, and/or economical systems, and such that the server (10) relates a detected emerging risk to its 
relative impact on a technical product, a technical system, and/or an insurance product 

Computer program product according to one of the claims 11 to 19, characterised in that it comprises further 
computer program code means for controlling the processors of the server (1 0) such that the server (1 0) receives 
and stores the risk information, said risk information including in addition information relating to a relative impact 
of an identified specific risk on a technical product, a technical system, and/or an insurance product, and such that 
the server (10) includes in the output data provided to the interface (5, 5', 5") state information or instructions. 

Computer-based method for detecting risks: 

transmitting from geographically distributed computerised data sources (3A, 3C, 3D, 3E, 3G, 3H) via a com- 
munication network (2) risk information to a server (10), said risk information including an identification of a 
45 specific risk, a rating of said specific risk, and information for associating said specific risk with a geographical 

area (A, B, C, D, E, F, G, H), 

receiving on the server (10) the risk information transmitted by the geographically distributed computerised 
data sources (3A, 3C, 3D, 3E, 3G, 3H), 

50 

storing by the server (10) of received risk information, the identification of the specific risk and the rating of 
the specific risk being assigned to a first geographical area (A, C, D, E, G, H), 

detecting by the server (1 0) based on stored risk information a specific risk emerging in the first geographical 
55 area (A, C, D, E, G f H) and spreading to one or more second geographical areas (A, B, C, D, E, F, G, H), and 

providing by the server (10) to an interface (5, 5\ 5") output data depending on the detected emerging risk 
and the second geographical areas (A, B, C, D, E, F, G, H). 
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22. Computer-based method according to claim 21, characterised in that said output data is stored by the server 
(10) in the interface (5, 5'), and in that the interface (5, 5') and the output data stored therein are made accessible 
to devices (7, 7') external to the server (10). 

s 23. Computer-based method according to one of the claims 21 or 22, characterised in that area attributes are stored 
in a memory (6), and in that detecting the emerging specific risk is based on stored area attributes (63) such as 
correlation factors (631) associated with the first geographical area (A, C, D, E, G, H) and with the second geo- 
graphical area (A, B, C, D, E, F, G, H). 

10 24. Computer-based method according to one of the claims 21 to 23, characterised in that detecting the emerging 
specific risk is based on the ratings of specific risks. 

25. Computer-based method according to one of the claims 21 to 24, characterised in that correlation factors (631) 
associated with geographical areas (A, B, C, D, E, F, G, H) and/or data about spreading patterns are stored in a 

is memory (6), and in that detecting the emerging specific risk is based on the stored correlation factors (631 ) and/ 

or data about spreading patterns (632). 

26. Computer-based method according to one of the claims 21 to 25, characterised in that rules for an expert system 
(141 ) are stored in a memory (6), and in that the emerging specific risk is detected by means of an expert system 

20 (141 ) based on the stored rules (62). 

27. Computer-based method according to one of the claims 21 to 26, characterised in that the received risk infor- 
mation is stored in a database, and in that the emerging specific risk is detected by periodically extracting risk 
information (61) stored in the database. 

25 

28. Computer-based method according to one of the claims 21 to 27, characterised in that a message to an admin- 
istrator is generated automatically upon detection of an emerging specific risk. 

29. Computer-based method according to one of the claims 21 to 28, characterised in that included in the specific 
30 risks are risks associated with technical, ecological, geological, meteorological, epidemiological, cultural, political, 

and/or economical systems, and in that a detected emerging risk is related to its relative impact on a technical 
product, a technical system, and/or an insurance product. 

30. Computer-based method according to one of the claims 21 to 29, characterised in that included in the risk infor- 
35 mation is information relating to a relative impact of an identified specific risk on a technical product, a technical 

system, and/or an insurance product, and in that state information or instructions are included in the output data 
provided to the interface (5, 5', 5"). 
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